NHOOPMALIMOHHA A ITAMATKA JIJIAA OBYHAIOIINXCA J1JI1 PASMEIIEHA HA
ODPUIHNAJIBHBIX MHTEPHET-PECYPCAX

C KaXJIbIM TOZI0M MOJIOJICKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, A IIKOJIBHUKN OJJHH U3 CaMbIX aKTUBHBIX
nojs3oBaresnei Pynera. Mexy TeM, HOMUMO OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH, UHTEPHET HECEeT U
pobJeMbl. DTa naMsTKa JOJKHA IOMOYb Tebe 0e3011acCHO HaXOIUThCS B CETH.

KommnsrorepHsie BUPYCHI

KomnbroTepHslil BUPYC - 3TO Pa3HOBUAHOCTb KOMITBIOTEPHBIX IPOTPaMM, OTIIMYUTEIBHON 0COOCHHOCTHIO
KOTOPOH SIBJIIETCS CIOCOOHOCTh K Pa3MHOXKEHUIO. B TonosiHeHne K 3TOMy, BUPYChl MOT'YT TOBPEAUTD WIIN
MIOJTHOCTBIO YHHUUTOXHUTh BCE (ailiibl U JTaHHbBIE, TOJKOHTPOJIbHBIE I10JIb30BATENI0, OT UMEHU KOTOPOTO
ObUIa 3amyIIeHa 3apaXKeHHAs POTrpaMMa, a TaKKe OBPEIUTh MITH JITAXKEe YHUUTOKUTH ONEPAIIIOHHYIO
cucreMy co BcemH (haiiimamu B 1ienioM. B O0sIbIIMHCTBE CliyyaeB paclpoCTPaHsIOTCS BUPYCHI Yyepes
UHTEpHET.

MeTobl 3a1UThl OT BPEAOHOCHBIX IPOrPaMM:

1. Mcnonb3yii COBpEMEHHBIE OTEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHD 3aIIUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. IlocTosiHHO ycTaHaBnuBai natuu (LU@poBble 3a1IaTKU, KOTOPble aBTOMAaTHYECKU
YCTaHaBJIMBAIOTCS C LEJbIO JOPAaOOTKH IPOrpaMMbl) U Ipyrue oOHOBIICHHSI CBOEH ONepaliOHHOM
cuctembl. CkaunBai uX TOJBKO ¢ ounuaipHoro caiita pazpadborunka OC. Ecnu cymectByet
PEXUM aBTOMATUYECKOTO OOHOBJICHHS, BKIIFOUH €T0;

3. Pabotaii Ha cBoeM KOMIIbIOTEpE MO/ IPaBaMU M0JIb30BATENs, @ HE aIMUHUCTpaTOpa. ITO He
HO3BOJIMT OOJBIIMHCTBY BPEIOHOCHBIX TPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM
KOMITBIOTEPE;

4. Vicnonp3yi aHTUBHUPYCHBIE MPOTPAMMHBIE MPOYKTHI H3BECTHBIX MPOU3BOIUTEICH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb GpU3NUECKUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULI;

6. Vcronb3yii BHEIIHHE HOCUTENN HH(OpMAIINH, TaKHe KakK (premika, TucK win ¢aiii u3 HHTepHeTa,
TOJILKO W3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (DaliiIbl, MOTyUYEHHBIE U3 HEHA/IEKHBIX UCTOUHUKOB. [laxke Te (ailisbl,
KOTOpBbIE MpHCIall TBON 3HaAKOMBbIH. Jlydlle yTouHU y Hero, OTIPABIIsI JIM OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BHJI HIepeiadun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIb Open 1, mapka. Emie B 1991 roxy
HUJIepIIaH/IcKas KoMnaHus 3aperucrpuponaina 6pena "WECA", uto 0003Hauano cioBocoyeTaHne
"Wireless Fidelity", koTopslif mepeBoanTcs Kak "GecrpoBoiHAs TOYHOCTD'.

Jlo Ha1iero BpeMeHH Jolia apyras abopeBuarypa, KoTopas sBIseTCsl TAKOU e TeXHOJIOoruei. 1o
abOpesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JAHO C HAMEKOM Ha CTaHJAapT BhICIIEH 3BYKOBOM TEXHUKH
Hi-Fi, uro B mepeBoie 03HaYaeT "BbICOKast TOYHOCTD".

Jla, 6ecrulaTHBIN HHTEPHET-IOCTYT B Kage, OTEeNAX U a3poIopTax sBISIETCS OTIIMYHON BO3ZMOXKHOCTBIO
BBIX0JIa B HHTEpHET. HO MHOTHE SKCIEPTHI CUNTAIOT, 4TO 00menoctymabie Wi-Fi ceTn He sSBisroTCs
0€30MaCHBIMH.

CogeTbl 110 Oe30MacHOCTH pabOTHI B 00LIEIOCTYHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro tMuHyto HHGOpMaLuio yepe3 odmenocrynusie Wi-Fi cetn. Paboras B Hux,
KeJaTeJIbHO HEe BBOJUTH TTAPOJIH JOCTYIIA, JOTHHBI H KaKHe-TO HOMEpa;

2. Vicrionb3yii 1 0OHOBIISIH aHTUBUPYCHBIE IPOTPaMMEI B OpaHaMayep. TemM caMbIM Tl 00€301TacHIlb
ce0sl OT 3aKaYKH BHpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢pynkumio "OOmmii goctyn k Qaiinam u npuntepam”. lannas
(GYHKIMS 3aKpBITa 110 YMOJTYAHHUIO, OJTHAKO HEKOTOPEIE MOJIb30BATEIN aKTUBUPYIOT €€ /IS
y100CTBa UCIIOIB30BaHUsI B paboTe i yueoe;



4. He ucnonw3yit myonmunsidi WI-FI s mepegaun THUHBIX JaHHBIX, HATIPUMED TS BBIXOJA B
COIIMAJIbHBIE CETU UJIU B BJIEKTPOHHYIO MOUTY;
5. Ucnonw3y#t Tonbko 3amuimenroe coenuaerune uepe3 HTTPS, a ue HTTP, T.e. nmpu nHabope BeO-
anpeca BBoau umeHHo "https://";
6. B mobunsHOM Tenedone oTkimoun ¢pynkuuio "l[onkmouenue k Wi-Fi apromarnyecku". He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 0e3 TBoero cornacus.
CornanbHble ceTu
CornuasibHble CeTH aKTUBHO BXOJST B Hally )KM3Hb, MHOTHE JIIOJHM pabOTAIOT U KUBYT TaM MOCTOSIHHO, a B
Facebook yxxe 3apeructpupoBaH MIJUTHAP]] YETOBEK, YTO SBISETCS OJHON CEABMOM BCEX KUTEIICH
ITaHeThl. MHOTHE TIOJIb30BaTENIM HE TIOHUMAIOT, YTO HH(POPMAIHs, pa3MEICHHAS UMU B COIIMATTbHBIX
CeTsIX, MOXKET ObITh HaliJIeHa U UCIIOJIb30BaHa KEM yTOJIHO, B TOM UHMCJIE HE 00s3aTeNIbHO C O1arumMu
HaMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpanuub cnucok aApy3en. Y Te0s B APY3bsiX HE JOJDKHO OBITh CIyYalHBIX M HE3HAKOMBIX JIIOJICH;

2. 3amuuiaii cBO 4acTHYIO Ku3Hb. He yka3biBail mapoiu, TenedoHsl, aapeca, 1aTy TBOETO POXKICHUS
U JIpYTYI0 JINYHYI0 MH(OpMaIuio. 3110yMBIIUIEHHUKH MOTYT UCIIOJIb30BATh J1aXe HH(POPMAIIHIO O
TOM, KaK Tbl ¥ TBOU POAUTEIH INIAHUPYETE NIPOBECTU KAHUKYJIBL;

3. 3amuiiaii CBOIO PEIryTaIuIo - IEPKU €€ B UMCTOTE U 3ajaBaii ce0e BOMPOC: XOTel ObI ThI, 4TOOBI
JpyTHUe M0JIb30BaTeNId BUEIH, 4TO Thl 3arpyskaems? [logymail, mpexze ueM 4To-To OImyOJuKoBaTh,
Hanucarb U 3arpy3uTh;

4. Ecnu Thl rOBOPUILIB C JIFOABMH, KOTOPBIX HE 3HAEIlb, HE UCIIOJIb3YH CBOE peaIbHOE UMS U JIPYTYIO
JMYHYI0 HHPOPMALIUU: UM, MECTO KHUTEIHCTBA, MECTO Y4eOBbl U IpoYee;

5. UN36eraii pazmenienus potorpaduii B UnTepHerte, rie Thl H300pakeH Ha MECTHOCTH, 110 KOTOPOH
MO3KHO OIIPEJIEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu perucTpanuu B CONUATBHON CETH HEOOXOAMMO UCIOIB30BATh CI0KHBIE TAPOJIH, COCTOSIINE
u3 OyKB ¥ H(p U ¢ KOJTMYECTBOM 3HAKOB HE MEHEE §;

7. Jlnst counanbHOM ceTH, MOYTHl M IPYTUX CaiTOB HEOOXOIMMO UCIOIb30BaTh pa3Hble napoau. Toraa
ecnu Te0s B3JI0MAlOT, TO 3JI0YMBIIIJIEHHUKH MOJIYyYaT AOCTYH TOJIKO K OJJHOMY MECTY, a HE BO BCE
cpasy.

DNeKTpOHHBIE JEHbIU

DJNEeKTPOHHBIE ACHBIH - 3TO OYEHb YI0OHBIH crI0CcO0 IUIaTexeH, 0THAKO CYIIECTBYIOT MOLICHHUKH,
KOTOPBIE XOTAT MOJYYUTh 3TH JEHBIH.

DNEeKTPOHHBIE IEHbIY MOSIBUJIMCH COBCEM HEJJAaBHO U MMEHHO M3-3a 3TOI'0 BO MHOTHX T'OCYAapCTBax J10 CUX
MIOp HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccum sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOIHCAHO B 3aKOHE, TJI€ UX Pa3/eAioT Ha HECKOIBKO
BHJIOB - aHOHMMHBIE Y HE aHOHUMHBIE. Pa3HNIIa B TOM, YTO aHOHUMHBIE - 9TO T€, B KOTOPBIX pa3pelaeTcs
MIPOBOAMTH ONepaluu 06e3 UIeHTU(UKALNN T0JIb30BaTeNIsl, @ B HEAHOHUMHBIX HIEHTU(UKALINS
I0JIb30BATEJS SIBJSIETCS 00s13aTENIbHOM.

Taxoke cnemyer pa3nuyarh JIEKTPOHHBIE (PHATHBIE IEHBIH (PaBHBI TOCYAAPCTBEHHBIM BATIOTaM) U
3JIEKTPOHHBIE He(praTHBIE IEHBIM (HE paBHBI TOCYJAPCTBEHHBIM BAJTIOTaM).

OcHOBHBIE COBETHI 110 0€301MacHOM paboTe C INEKTPOHHBIMU JEHbraMU:

1. IlpuBsbku K cyeTy MOOMIIBHBIN TenedoH. DTO camMblil yTIOOHBIN U OBICTPBIN CLIOCOO BOCCTAHOBUTH
JOCTYT K cueTy. [IpuBsizaHHbIi TeneoH MOMOXKeT, eciii 3a0y el CBOW TUIaTEKHBIA MapoJb UK
3aiICIIb HAa CaliT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Wcnonw3yit ogHOpa3oBsie apoin. [locie mepexo/ia Ha YCHIICHHYIO aBTOPHU3AIUIO TeOe yKe He
OyIeT yrposkaTh OMACHOCTh KPa)ky WJIM MepeXBaTa IIaTeXHOIro Mapois;

3. BeiOepu cnoxxHbiit apois. [IpectynHukam OyneT He IpOCTO yrajarh CI0XHBIN maposib. HanexxHsie
[apoJIv - ATO MAPOJIH, KOTOPbIE COJIEpKaT HE MEHEe 8 3HAKOB U BKIIIOYAIOT B Ce0sl CTPOYHBIE U



IPOMHCHBIE OYKBBI, TU(PPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK JI0Ju1apa, pyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;
4. He BBOJM CBOM JIMUHBIE JaHHBIE HA CaiiTax, KOTOPBIM HE J0BEpSEIIb.

DJIEKTPOHHAs MMOYTa
DNEKTPOHHAs IoYTa - 3TO TEXHOJIOTHSI U IPEIOCTABIIIEMBIE €0 YCIYTH IO NMEPECHUIKE U MOTYYEHUIO
ANEKTPOHHBIX COOOIICHHMIA, KOTOPBIC PACTIPEACISIOTCS B KOMIIBIOTEPHOU ceTH. OOBIYHO AJICKTPOHHBIN
MOYTOBBIN ALK BBIMVISANUT CIAEAYIOIINUM 00pa3oM: UM I0JIb30BaTeNA(@uMs_JoMeHa. Takxke KpoMe
nepeaayy MpocToro TEKCTa, MMEETCsl BO3MOKHOCTh IIepeiaBaTh (haiisbl.
OcHOBHBIE COBETHI 110 0€301acHO paboTe ¢ IIMEKTPOHHOM MOYTOM:

1. Hagno BeIOpaTh npaBMIIbHBINA IOYTOBBIN CepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOP OeCTIIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JyYIlIe JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBBIN B PEUTUHIE;

2. He yka3biBail B TMUHOM TIouTe TMYHYIO HHpopManuto. Hanpumep, mydiie BeIOpaTh
"My3bIKanbHbIN _(aHat@" uan "pox2013" Bmecto "Temal3";

3. Hcnonb3yit 1ByX3TalHyI0 aBTOPU3ALUIO. DTO KOT/Ia TOMUMO MApOJisi HY’KHO BBOJIUTH KOJI,
npuchUIaeMbii 1o SMS;

4. BeiOepu CIOXKHBIN apoab. JJIs Kak10T0 MOYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJICXKHBIMH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXHOCTh HallucaTh CaMOMY CBOM JIMYHBIN BOIPOC, UCIOJIBb3YH 3Ty BO3MOYKHOCTb;

6. Mcronb3yil HECKOJIBKO MOYTOBBIX AUIMKOB. I1epBblii A1 YaCTHOM MEPEeNnuCKH C apecaTamu,
KOTOPBIM ThI JOBEPSAECIIL. DTO MIEKTPOHHBIN aipeC HE HAJ0 UCIIOJIb30BaTh IIPU PETUCTPALIUU Ha
dopymax u caiitax;

7. He oTkpsiBaii (ailsibl U Apyrue BIOKECHUS B IUCbMAaX, AK€ €CJIM OHU MPUILIH OT TBOUX JPY3EH.
Jlydie yTOYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (hailibl;

8. Ilocne okoHYaHuUsl pabOThI Ha TOYTOBOM CEPBHCE NEPE 3aKPhITHEM BKIAJKU C CATOM He 3a0y/b
HaxxaTh Ha "Beriitu".

KuGepOymnuHr uim BUPTyaIbHOE W3/I€BATEIHCTBO

KubepOynnuHr - npecieoBanne COOOIIEHUSIMU, COAEPKALIMMU OCKOPOJICHHUS, arpeccHio, 3alyTuBaHuE;
XYJIUTAaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C TIOMOIIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBbIE COBETHI 110 00pbOE C KNOEPOYIINHIOM:

1. He Gpocaiics B 60ii. JIyummii cioco0: mocoBeToBaThCsl Kak ce0sl BECTU U, €CIIM HET TOT0, K KOMY
MOYKHO OOpaTUTHCS, TO BHaUaje yCIOKOUThCs. Eciiu Thl HaYHeb OTBeYaTh OCKOPOJICHUSIMHU Ha
OCKOPOJIEHUS, TO TOJIBKO elle 0OJIbIle Pa30XKKellb KOH(IUKT;

2. YupaBnsi cBoel kubeppenyTanuei;

3. AHOHUMHOCTb B ceTH MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BeCTH XyJIUTaHCKUI 00pa3 BUPTYyaJIbHOM kU3HU. VIHTepHET UKCUPYET BCe TBOU
JEUCTBUSI M1 COXPAHSIET UX. Y JAIUTh UX OyJeT KpailHe 3aTPyIHHUTEIBHO;

5. CoOmro1aii CBOIO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Vrnopupyii ennHuYHbIN HeraTuB. OHOPa30Bble OCKOPOUTENBHBIE COOOIIEHUS JIyYlle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayaaIbHOU CTaIuH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHHUSMHU, B COLIMATIbHBIX CETAX €CTh
BO3MOXXHOCTh OJIOKMPOBKH OTIPABKH COOOIICHUH C ONPEIETICHHBIX aJIPECOB;

8. Ecnu ThI cBueTens kuOepOyuHra. TBou JeicTBUS: BBICTYIIUTH IPOTUB Ipeciie0BaTeNs,
MI0Ka3aTh €MY, YTO €r0 JEHCTBUS OLIEHUBAIOTCSI HETaTUBHO, NOJAEPKATh )KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKast MOMOIb, COOOUIUTH B3POCIBIM O (PaKTe arpecCUBHOTO TIOBEJICHUS B CETH.

MoOwibHBIN TenehoH

CoBpemeHHbIe cMapT(HOHBI U TUTAHIIETHI COJIEpKaT B ce0e BIOJIHE B3POCIbIN (PYHKIIMOHAM, U TeTepb OHU
MOTYT KOHKYPHPOBATh CO CTALlMOHAPHBIMH KOMIbIoTepamMu. OIHAKO, CPEJCTB 3aLIUTHI ISl TOT00HBIX
YCTPOMCTB MOKa 04eHb Maso. TecTupoBaHUE U TIOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE TaK

WHTEeHCHUBHO, Kak jy1st [1K, To e camoe kacaeTcs 1 MOOWIIBHBIX TIPHIIOKCHHH.



CoBpemeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPaKTUUECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupenue (yHKIIMOHAIA BICYET 32 COO0H OOJIBIIYIO CIOKHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.
Jlaneko He Bce IPOM3BOIUTENN BBITYCKAaOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTUYECKHE YA3BUMOCTH IS
CBOUX YCTPOMCTB.
OcHOBHBIE COBETHI /17151 0€30IaCHOCTH MOOHMIIBHOTO TenedoHa:
Huudero He siBIsieTcs o-HacToseMy OecrutaTHeIM. Byib 0cTOpOXKeH, Belb KOraa Tede mpeuiaraior
OecrulaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITBI KaKHE-TO IUIATHBIE YCIYTH;
Hymaii, npexzae uem oTnpaBuTh SMS, poTto v Buaeo. Trl TOUHO 3HACIIB, T/Ie OHU OYAYT B KOHCUHOM
urore?
Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(HOHA;
Hcnonb3yit aHTUBUPYCHBIE IPOrPaMMBbI 17151 MOOUJIBHBIX TEJIE()OHOB;
He 3arpy»aii npuiaokeHus: OT HEM3BECTHOTO HCTOYHUKA, BE/Ib OHU MOT'YT COZIEPKaTh BPEOHOCHOE
porpaMMHoOe oOecrieueHue;
[Tocne TOro Kak ThI BRIAJIEIIH C CaiiTa, T/Ie BBOIWI JIHYHYIO HHPOPMAIIUIO, 3aiiI1 B HACTPOUKH Opay3epa u
ynanu cookies;
[lepuonuyecku npoBepsiii, Kakue IIaTHbIE YCIYT'H aKTUBUPOBAHbI HA TBOEM HOMEDE;
JlaBaii cBOIf HOMEp MOOMIIBHOTO Tese(OHa TOIBKO JIOISIM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEpSEIIb;
Bluetooth momken OBITH BHIKIIIOUEH, KOT/Ia THI UM HE MOb3yenbesi. He 3a0biBail HHOT 1A TPOBEPSITH ATO.
Online urpsr
CoBpeMeHHbIE OHJIAIIH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIME pa3BIeUeHUs], 00bEIMHSAIONINE COTHU
TBICSIY YEJIOBEK 10 BceMy MUpY. Urpoku nccienytoT JaHHbIM UM MUP, OOLIAIOTCS APYT C IPYTOM,
BBITIOJHSIOT 3aJJaHUsl, CPAKAIOTCA C MOHCTPaMHU U MOJIY4atOT ONBIT. 32 yI0BOJbCTBUE OHHU ILIATAT:
MOKYNAIOT JUCK, OIUIAYMBAIOT A0OOHEMEHT UJIM MIPHUOOPETAIOT KAaKUE-TO OILIUY.
Bce 3t cpenctBa uayT Ha noAJiepKaHue U pa3BUTHE UTPBL, @ TAKXKE HA caMy 0€30MaCHOCTb:
COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBbIE TaTUU (LU POBBIE 3AIUIATKU JISI
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.
B no0o0HBIX Urpax CTOUT ONacaThCsl HE CTOJIBKO CBOUX CONEPHUKOB, CKOJILKO KPakd TBOETO HapoJis, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMK OOJIbIIUHCTBA UTD.
OcHOBHBIE COBETHI IO 0€30MAaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu npyroii urpok BeJeT ceds MI0X0 WK COo3AaeT TeOe HENPUSITHOCTH, 3a0JI0KUPYH €ro B CIIUCKE

UTPOKOB;

2. Tloxamyiicss aIMUHHCTPAaTOpaM UIPhl Ha TJI0OX0€ MOBEJEHNE 3TOT0 UIPOKa, KeJaTeIbHO MPUIT0KUTh
KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPHUHOB;
He ykaspiBail tuunyto nHdopmaiinio B npodaiine urpsi;
YBakail Ipyrux y4aCTHUKOB I10 UTPE;
He ycranaBnuBail HeouIMaabHble MaTYU U MOJBI;
Hcrnonb3yil CII0KHBIE U pPa3HbIE IAPOJIH;

No ko

Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJII04aTh aHTUBUPYC. [IoKa Tkl Urpaenib, TBOH KOMIBIOTEP MOTYT
3apa3uTh.
QOUIIMHT UM Kpaska JIMYHBIX JaHHBIX
OObIYHOM KpaXkel JeHer U TIOKYMEHTOB CETOHs YK€ HUKOTO HE YUBUIIIb, HO C Pa3BUTHEM UHTEpPHET-
TEXHOJIOTUH 3I0yMBIIIJIEHHUKN IEPEMECTUIINCH B UHTEPHET, U MPOI0JIKAIOT 3aHUMAThCS " MIOOMMBIM"
JIEJIOM.
Tak nosiBHIIach HOBas yrpo3a: HHTEpHET-MOILICHHUYECTBA WM (DUILKHT, TJIaBHAs 1eJIb KOTOPOTO COCTOUT B
MOJIy4eHUU KOH(QUACHIINAIbHBIX TaHHBIX TOJIb30BaTeNel - IOTHHOB U naposeil. Ha anrnuiickom si3pike
phishing ynTaercs kak ¢pummHr (ot fishing - peibHast n0Bis, password - mapob).
OcHOBHBIE COBETHI 10 O0pbOE ¢ PUIIUHTOM:

1. Cneau 3a cBouM aKkayHTOM. Eciiu ThI o103peBaeliib, 4T0O TBOSI aHKETa Oblila B3JIOMaHa, TO
He00X0uMO 3a0J0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKopee;



2. Wcnonw3yii 6e3omacHbie BeO-CaThI, B TOM YKCIE, MHTEPHET-Mara3uHOB U TIOMCKOBBIX CHUCTEM;
3. Hcnonb3yii cnoxHble U pa3Hble mapoin. Takum oOpa3oM, eciau Teds B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOJTY4aT JOCTYH TOJBKO K OJJHOMY TBOEMY IIPOQUIIIO B CETH, a HE KO BCEM;
4. Ecnu Te0s B3JIOMaIH, TO HEOOXOAMMO MPEAYNPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE J0OaBICHbI
y Te0s B APY3bsIX, O TOM, YTO TeOsl B3IOMAJIN U, BO3MOKHO, OT TBOEI'O HIMEHU OyJeT pacchllaThCs
CIaM M CCBUIKM Ha (PUITMHTOBBIC CANTHI;
5. YcranoBu HanexHbIi naposis (PIN) Ha MoOUIBHBIN TenedoH;
6. OTxirouM coxpaHeHue napoiisi B Opaysepe;
7. He oTkpsiBaii (ailsibl U Apyrue BIOKEHUS B MICbMaX, Ja)KE€ €CIIM OHU IPHUILIU OT TBOUX JAPY3€H.
Jlydie yTOYHH y HUX, OTHPABJISUIN JIK OHU TeOe 3TH (paitibl.
[Tudposas penyranus
[Mudposas penmyranus - 5T0 HeraTUBHAs UM TO3UTHUBHAS MH(OpMaIUs B CeTH O Tebe.
Komnpomerupyromas nadopmarus, pa3MenieHHas B MHTEPHETE, MOXKET CEPhE3HBIM 00pa3oM OTPa3UTHCS
Ha TBOEH peanbHOU xu3HU. "Lludposas pemyranus" - 3T0 TBOH UMUK, KOTOPBINA (hOpMUPYETCS U3
nHpopManuu o Tebe B UHTEpHETE.
TBoe mMecTo XKUTENbCTBA, Y4eObl, TBOE (PUHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapaKTepa U paccKasbl O
ONMU3KUX - BCE 9TO HAKAITUBACTCS B CETH.
MHorue nopoCTKU JETKOMBICIEHHO OTHOCSATCS K MyOJIMKaIMK JIMYHON HHpopMmauu B IHTepHeTe, HEe
[IOHKMMas BO3MOXKHBIX nocsiecTBUN. Thl Jaske HE CMOJKEIllb 10TafiaTbCsi O TOM, 4TO (hoTorpadus,
pasMelleHHas 5 JeT Ha3aj, cTaja MIPUYUHON OTKa3a NPUHATH TeOs Ha paboTy.
KommenTtapuu, pazmemienue TBoux ¢ororpaduii 1 qpyrue 1eiHCTBUS MOTYT HE HCUE3HYTh JaKe TOCIIe
TOT0, KaK Thl UX yJaJUIIb. Thl HE 3HACIIb, KTO COXPAaHHJI 3Ty WH(POPMAIIHIO, TIOTIANIA JIK OHA B TIOMCKOBEIE
CHCTEMbI U COXpaHMJIACh JIM OHA, a IVIABHOE: YTO MOJAYMAIOT O Tebe OKPY’KaIOIIMe JII0/IU, KOTOpbIe HalIyT
U yBUAAT 310. HaliTh nH(popManyio MHOTO JI€T CILyCTsI CMOKET JF000H - Kak U3 JJOOPBIX MOOYXICHUM, TaK
U C HAMEPEHUEM NPUYMHUTD BpeA. ITO MOXKET ObITh KTO YTOJIHO.
OcHOBHBIE COBETHI 10 3aKTe MH(POBOI penmyTanuu:
1. Tlopymaii, mpexxJie ueM YyTO-TO MyOJIMKOBATh U IiepeiaBaTh y ceOs B OJ0re UM B COLMAIBHOM CeTH;
2. B HacTpoiikax npo¢uiis yCTaHOBU OIpaHUUYEHHsI HAa IPOCMOTP TBOETO NMPO(UIs U €ro
COJIEP’)KUMOT0, CclIeNail ero TOJbKO "1Isl Ipy3en';
3. He pa3memaii u He yka3piBaii ”HGOPMAIUIO, KOTOPAst MOXKET KOTO-THO0 OCKOPOJISATE MM O0MKATh.
ABTOpPCKOE ITPaBo
CoBpeMeHHbIEe HIKOJIbHUKY - aKTUBHBIE 10JIb30BaTeNU U(poBOro npocrpancTBa. OHAKO JTAIEKO HE BCe
3HAIOT, YTO MOJB30BaHNE MHOIMMH BO3MOXHOCTAMHU IU(POBOro Mupa TpedyeT coOI0AeHHs TpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.
TepmuH "HHTENIEKTyalbHasi COOCTBEHHOCTh" OTHOCHUTCS K Pa3JIMUHBIM TBOPEHUSM YEJIOBEYECKOT0 yMa,
HAuMHas ¢ HOBBIX M300peTeHN U 3HAaKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U
3aKaH4MBasi KHUraMu, pororpapusiMu, KHHOQUIbMaMU ¥ My3bIKaJIbHbIMU POU3BEIECHUSMHU.
ABTOpCKHE ITpaBa - 3TO IIpaBa Ha HHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHMS HAYKH,
JUTEPATYphl U UCKYCCTBA. ABTOPCKHE MPaBa BBICTYNAOT B KAYECTBE rapaHTUU TOrO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUH TPy aBTOpa HE OyAET HalpacHbIM, JacT €My CIpaBe/IIHBbIE
BO3MOXXHOCTH 3apa00TaTh Ha pe3ylbTaTax CBOErO TPYZa, MOJIYYUTh U3BECTHOCTH U Mpu3HaHue. Hukro 6e3
pas3peleHusi aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 MPOU3BEACHUE, PACIIPOCTPAHSTD, TyOIHMYHO
J€MOHCTPHPOBATH, MIPOJIaBaTh, UMIIOPTUPOBATH, IyCKATh B MPOKAT, IYOJIUYHO UCIIOIHSITD,
MOKa3bIBaTh/UCIIONHATE B 3(upe win pasmeniats B lHTepHere.
Ucnonp3oBanne "mupaTcKoro’ mporpaMMHOTO 0OECTICYCHHS MOKET MTPUBECTU K MHOTUM PUCKaM: OT
MOTEPH JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO YCTPOICTBa, I'/Ie YCTAHOBJIEHA HeJleraibHast
nporpamma. He cTouT Takske 3a0bIBaTh, 4TO CYHIECTBYIOT JIeTalbHbIE U OECIUIaTHBIE POTrPAMMBI, KOTOpbIE
MO>KHO HAlTH B CETH.



O noprane

CeteBruOK.pd - TBOM INIaBHBIN COBETUUK B CETU. 371€Ch Thl MOXKEIIb Y3HATh O O€30MaCHOCTH B CETH
HOHSATHBIM M JOCTYITHBIM SI3bIKOM, a IIPH BOSHUKHOBEHUH KPUTUYECKOW CHTYaI[H OOPATHTHCS 32 COBETOM.
A TaxKe IpUHSTH Y9aCTHE B KOHKYPCaX U CTaTh CaMbIM I (POBBIM IpaXkTaHHHOM !
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