Cdepa mHDOpMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX TEXHOJOTUN (J1ajiee MO TEKCTY
WUTT) 3arparuBaer Bce chepsl KU3HM COBpEeMEHHOro oOmiectBa. KommdecTtBo
MPECTYIUIEHUH, cOBeplIaeMbIXx C Hucnoiab3oBaHueM WTT, HEyKIOHHO pacTeT, METO.BI,
crocoObl U CPEACTBA UX COBEPIICHUS CTAHOBSITCS BCE CIIOKHEE U U3OIIPEHHEE.

Tak, B 2022 roxy mnonpasznenenusimu OBJ] BoisiBneno 6omee 100 ThIC.
MPECTYIJIEHUH, COBEpIIEHHbIX ¢ wucnoias3oBanueM WTT, B cdepe kKoMmbroTepHOU
uH(opMaIm, ¢ UCIOIb30BaHUEM ceTH «IHTepHeT», a TaKKe ¢ UCIOJIb30BAHUEM CPEJICTB
MOOUJTLHOM CBSI3H.

Bormpocsl, cBs3anHble ¢ ucnosib3oBaHueM HWTT Ha 3aKOHOZATENBHOM YPOBHE
perynupytorcs denepanbHpiM 3akoHOM 0T 27.07.2006 Ne 149-03 «O6 umnbopmammw,
MH()OPMAIIMOHHBIX TEXHOJIOTHUSAX W O 3alluTe HHPOpMaIUu». 3aKOHOJATEIbHbIE aKThI,
pa3paboTaHHbIE HA €T0 OCHOBE, B II€JIOM TMO3BOJISIOT POCcKOMHAA30py BO B3aUMOJEHCTBUN
C OIepaTopamMM CBSI3U M OpraHU3aTOpPaMu PaclpocTpaHEHUss HHPOPMAIIMH, OCYIIECTBISATh
BelleHnEe «EAMHOro peectpa JOMEHHBIX MMEH, yKasareneu crpanun cautoB B UTT cern
«lHTEpHET» W CEeTEBBIX aJPECcOB, MO3BOJSIONUX HUACHTU(PHUIIMPOBATh CAWUTHI B CETH
«HTepHeT», comepikamue WHOOpPMaIMIO, paclpocTpaHeHue KoTopou B Poccuiickoii
denepanuu 3anpenieHo.

[Ipunstue PenepanpHoro 3akoHa oT 27.06.2018 Ne 167-®3 «O BHeceHUH
W3MEHEHUW B OTHENIbHBIE 3aKOHOJATENIbHbIE aKThl P® B YacTu NPOTUBOJECUCTBHS
XUIIEHUIO JCHEXKHBIX CPEICTBY», IMO3BOJIMI KPEAUTHO-(ODMHAHCOBBIM OpraHU3aIUsIM
CBOEBPEMEHHO OJIOKMPOBATh HE3aKOHHBIE TPaH3aKIIMH, BO3MENIATh YIIEepO OT HUX.

B cootrBerctBuu ¢ ®eaepanbubiM 3akoHOM OT 23.04.2018 No 111-d3 «O BHEeceHUHn
W3MEHEHUN B YTOJIOBHBIM KOAEKC PD», yKEeCTOUCHO HaKa3aHUE 34 XUIICHHUE JIECHEXKHBIX
CPENCTB ¢ OAHKOBCKOI'O CU€Ta UJIU AJIEKTPOHHBIX ICHEXKHBIX CPEICTB.

[Ipy >TOM HMeEIMEcs HOPMAaTHMBHBIE IIPABOBBIE AaKThl HE B IIOJHOM Mepe
MO3BOJIAIOT pemars nocrasieHusie nepen MB/L Poccun 3anaun.

Tak, mepBUYHBIM crIOCOOOM OOpKOBI ¢ TipecTynmHOCTHIO B chepe UTT sBusercs ee
npodunakTika, KoTopasi 6eper cBoe Hauaja ¢ MpaBUJI MOBECHUS IPa)/1aH, B OTHOLUICHUHU
KOTOPBIX MPOUCXOIAT MollneHHu4eckue naeiictBus B chepe WUTT. M3yuenue BuaoB
npectynHoi nestenbHOocTH B cpepe UTT, meromoB wux coBeplieHHUs, METO/IOB
JOCTIDKEHUSI 1IeTM W oOMaHa, M3y4eHUE METOAMK U TPaBWI TMOBEICHUS TPa)KaaH IpHU
OOIIIEHUU C TMPECTyMHUKAMH, TO3BOJUT NPOMUIAKTHPOBATH YKa3aHHOE HaIlpaBiICHUE
MIPECTYNHOM AEATEIbHOCTH U MIPECEUYb HACTYIUICHUE BPEIHBIX MTOCIIEICTBUM.

Haubonee pacnpoctpanenHsie Buabl MomieHHHYecTB B chepe UTT, a Taxxe
MIPU3HAKN MOLLIEHHUYECKUX CXEM:

1. IIpuobpereHue ToBapoB M yciayr nocpeactBom ceru Murtepuer. Ilpumep: co3maercs
CalT-«OAHOCTPAHUYHUK», HA KOTOPOM BBIKJIAJbIBAIOTCS TOBAPHI OJTHOTO BU3YAIBHOTO
npu3Haka. lleHa 3a ToBapbl BecbMa IMPUBIIEKATEIbHAs, HUKE CPEIHEPHIHOYHOM.
IIpu odopmiiennn 3akaza Bam mpensararoT ocymiecTBUTH JIMOO MPEAOIIIATY HA KapTy
O0aHKa WU SIHAEKC.KOIIeNeK, JHOO OIUIAaTUTh 3aKa3 «HAJIOKEHHBIM IUIATEKOM).
[IpucyTcTBHE BO3MOXKHOCTH HAJIOXKEHHOTO IJIaT€Ka OOBIYHO CHUXKAET OJIUTEIHbHOCTb.
OnHako CTOMT MOMHUTb, YTO MPHU MOJIYYEHHH TOCBUIKK (TOBapa) B OTACICHUU
«IToura Poccum» Bl CHayana OILUIaYMBAETE HAJIOKEHHBIN IUIATEX, KOTOPbIA BO3BpATy
Ha MECTE HE MOJJICKUT, a YK€ IMOCIEC MOXKETE BCKPBITh YIIAKOBKY MOCBUIKH. 3a4aCTYIO
BMECTO OIUIAYEHHOI'0 TOBAapa B MOCBUIKE MOT'YT HAaXOJWUTHCS IMPEIAMETHI, KOTOPBIE HE



MPEACTABIISIIOT IEHHOCTH (JIOCKHM, KHUPIUYM W WHBIC TPEAMETHI), JMOO TOBapHI,
CTOUMOCTbH KOTOPBIX HU3Kasl, OTHOCUTEIILHO CTOMMOCTH 3aKa3aHHOTO TOBapa.

[Ipu3Haku MOIIEHHUYECKOW CXEMBbI Ha CaliTax: OTCYTCTBHE OT3BIBOB MOKYIATENEH,
MUHUMAJTBHBI WHTEpQENC, CKyAHbIE KOHTAKTHBIC JaHHBIC, IIEPEMUCKAa BEACTCI C
AJIEKTPOHHBIX MMOYTOBBIX SIIIIUKOB.

[TomoOHBIE MOIIICHHUYECKHE CXEMBbI MOTY OCYIIECTBISATHCS M MOCPEACTBOM
TerneOHHBIX 3BOHKOB C pAa3IMYHBIX HOMEPOB, 3a4acCTyO CTallMOHAPHBIX. 3BOHSIIAN
NPEJICTABIIAECTCA COTPYIHUKOM WHTEPHET-Mara3uHa, MpejjaraeT Ha BhITOAHBIX YCIOBUSIX
MPUOOPECTH TOBAP, & TAKKE TOBOPUT O TOM, UTO BBI YK€ OPOPMIISIIM MHTEPHET-3aKa3bl U
y Bac CKOIUIEHO OIpPEAEIICHHOE KOJUYECTBO MOJAPOYHBIX OaIOB, 3a cUeT KOTOphIXx Bam
oOecrieyeHa CKUIKa OT CTOUMOCTH.

2. IlpuzpiB 0 momomm. Ha wuHTEepHET pecypcax 3JI0YMBIIUICHHUKAMU pa3MeraeTcs
JoKHasg HH(poOpMalUg O HaJU4MKM 3a00jieBaHMsl y OECIMOMOIIHOTO JHIla, M YTO
HEOOXOIMMO Joporocrosiiee JjedeHue. B cBs3u, ¢ dem Bac mpocar okaszaTh
0JIarOTBOPUTENBHYIO TOMOINb, MyTEM TMEpPeBOAa JCHEKHBIX CpPEACTB Ha CcYeTa
OaHKOBCKMX  KapT, JuOO0 HMHBIMM  CIOCOOaMHM  3JEKTPOHHBIX  IJIATEXEi.
Koneyno, ObIBalOT JKU3HEHHBIC CHUTYyalluW, KOTJa TOMOOHBIC TMPHU3BIBE K
0JIarOTBOPUTENHHOCTH JACHCTBUTEIBHO MOTYT IOMOYb CHACTU >KU3Hb KOMY-JIHOO,
OJTHAKO, TPEeXKJIE YeM TMPUHATH TOJ00HOE pElIeHre Oo0paTUTe BHUMAHUE Ha
CIeyIoNee: pa3MEIEHbl JIM KOHTAKTHBIC JIaHHBIE POJICTBEHHHKOB WM POIUTENIEH
JuIa, KOTOPOMY HY)KHA ITOMOIIb, COBIAIAIOT JIM MX JIaHHBIC C JAHHBIMHU BJIAJICIBIICB
kapT. [103BOHUTE IO yKa3aHHBIM KOHTAKTHBIM HOMEpaM, a emie JIyYIle MONmpoOyulTe
HAWTH UX B COLIMATILHBIX CETSX.

3. 3BOHOK OT pOJCTBEHHHWKA, TMomaBiiero B Oeny. Pa3maercs 3BOHOK ¢ HEM3BECTHOTO
HoMmepa. ["oBopsimuii, afanTupysch MO CHUTYallUU, 3I0POBAETCS, U TOBOPUT «ITO .
KeptBa, cpa3y acconuupys MoACO3HATEIBHO TOBOPSIIETO C KEM-TO, KOTOPOrO OHAa He
y3Haja, TbBITACTCA Y3HATh M B UWTOTe Ha3bIBa€T UMsS OJM3KOrO 4YeIOBEKa.
3/I0yMBIIIUIEHHUK, TOJb3YySICh CUTyallMEH, COMIAIAETC C TEM, YTO UMS MPUHAJJICKUT
€My, TII0CJ€ Yero, HaJaJuB TICUXOJOTUYECKUA KOHTAKT C JKEPTBOHM, HAYMHAET
pacckas3bpiBaTh UCTOPUIO O TOM, uTO OH moman B Oexy ([ATII, moman B monuimio 3a
MpecTyIJIEeHue, KOTOpoe He coBepuiai, u T.1.) Ilpu 3TOoM 3ayacTyro K pasroBopy
MOJIKJIFOYAETCSI  €r0  COOOIIHHWK, TMPEACTABISSICH  KaKUM-THOO  COTPYTHUKOM
TOCCTPYKTYpbl M TOJATBEpXKAAeT  pacckazaHHyro  uctoputo. Ilocme  dero
«TICEBJIOPOJICTBEHHHUK» MIPOCUT TEPEBECTH JICHEKHBIC CPEACTBA, SKOOBI I BBIXOJA U3
CUTYAIlU! U €r0 OCBOOOXKICHUSI.

B cnoxxuBIIeics] CUTYaluu BbI JJOJDKHBI Cpa3y MOMHHUTB O TOM, YTO IO JOOHBIE BUIBI
MOILIEHHUYECTB CYHIECTBYIOT, U Cpa3y K€ 3a7aTh FOBOPALIEMY JIFOOOH BOIIPOC, CBSI3aHHBIN
C BalllUM 3HAKOMCTBOM W T.N. Eciii TOBOpSIIMIA NBITaeTCsl 3amyTaTh Bac M HE MOXET
OTBETHTh KOHKPETHO, TO Cpa3y Ke TMpeKpaTUTe pa3roBop, Aa0bl HCKIIOYUTH
MICUXOJIOTUYECKOe BO3ieicTBHE Ha Bac.

4. 3BoHOK OT paboTHuka ©OaHka  (NIpeACTaBUTENS  CIY>KObl  ©0€30MacHOCTH).
Pa3maercst 3BOHOK C HE3HAKOMOTO HOMEpa. 3BOHSIIUN YBEPEHHBIM TOJIOCOM
npejacTaBisieTcs paboTHUKOM OaHka (B ocHOoBHOM HasbiBaeTcs ITAO «COepOaHk»),
YBEPEHHO YTBEpXKasi, UTO >KEpTBa SBJSETCS KIMEHTOM OaHKa, U YTO B OTHOIICHUU
HEro MPOUCXOAAT MOIICHHUYECKHE JICUCTBUI, HApUMEp, MOCTYNNIIA 3asBKa B OaHK Ha



CIMCaHUE JIEHEeXHBIX cpelcTB. [Ipu 3TOM roBopsIIMil 3aa€T HEOAHOKPATHO BOIMPOCHI:
MIPOU3BOJIUJIN JIK Bbl IEPEBOBI JEHEKHBIX CPEJICTB, OIUIAUUBAJIM JIU Bbl TOBaphl YEpe3
CETh MHTEPHET, CHUMAJIH JIU Bbl JICHEXKHBIE CPEICTBA C OAHKOBCKOM KapThl B MOCIEIHEE
Bpems. JKepTBa, Oyydn BBEI€HHOM B 3a0i1yK/I€HHE, HAUMHAET OTBE€YaTh HA BOMPOCHI.
Hamaaue 1ncuxonoru4eckuid KOHTAKT C JKEPTBOM, MOIIEHHUK, M[OJ MPEIIIOrOM
MIPECEUCHUs] MOIIEHHUYECKUX JEHCTBUI M BO3BpaTa sIKOObI MOXMIIEHHBIX JECHEKHBIX
CPEICTB, IMPOCHUT Ha3BaTb HOMEp KapThl KepTBbI, Aary Bbimycka u CVC xon,
yKa3aHHbIA HAa OOOpPOTHOM cTopoHe KapThl. OOnagas ykasaHHOW uHOpMaIen
3JIOYMBIIIVIEHHUK C JIETKOCTHIO, TPU MOMOIIM JIETUTUMHO CYIIECTBYIOIIUX CHCTEM
AIIEKTPOHHBIX IUIATEXKEH, MOXKET OECHpPENsITCTBEHHO MOXUTUTh CO cueTa OaHKOBCKOU
KapThl JIeHekHbIe cpencTBa. KpoMe Toro, nHorna, mpu nepeBoaax ¢ 0aHKOBCKUX KapT
Ha HOMep TeiedoHa >KEPTBBI NPUXOIAT OT OaHKa CMC-KOABI, MOJITBEPKIAIOLINE
nepeBojibl. J[aHHbIE KOABI 3JIOYMBINUJICHHUK TaK)Xe MbITAETCS OOMaHHBIM IMyTEeM
BBIMAHUTb.

5. 3BOHOK OT COTPYAHHMKA MOJULUH (CIECACTBEHHBIN KOMUTET, MPOKYpaTypa). 3BOHAIINMA
MPEACTABISIETCSI COTPYAHUKOM TNPABOOXPAHUTENBHBIX OPraHOB M T.A. MOCJIE Yero
pa3bsCcCHSIET MH(YOPMAIMIO O TOM, YTO MO MACHOPTy IOTEPIEBIIET0 B KaKOM-THOO
cyobekTe PO MollleHHUKY TBITatOTCS 0QOPMHUTH KPEAUT, MPU STOM HA3bIBAIOT JIOKHBIE
®HO ¢ BonpocoM, 3HAKOM JIA Takoe norepneBmeMy. [Ipn yCTaHOBIEHHH KOHTAKTa C
MOTEPIEBILINM, 3JIOYMBIIUICHHUKH TPOCAT MPOU3BECTH PA3IUYHBIE MAHUIYJISIUU:
oopMUTH KpeAUT B OHJAWH-KaOWHETE M OCYIIECTBUTh HMX IMEPEBOJ] Ha HOMepa
TeneoHOB U OAHKOBCKUX KapTa, NMEPEBECTH JIMUHBIE COEPEXKEHHsI Ha T K€ HOMepa
TenedOHOB, Ha3BaTh Pa3IMYHbIC TAPOJIH, MEPENUTHU O CChUIKAM U T.J.

Takxke  MOWIEHHUKM  MOTYT  3BOHUT  1OJ  JIMYMHOHM  COTPYIHHUKOB
MIPAaBOOXPAHUTENIBHBIX OPTraHOB W MPOCHUTh MOTEPIEBIINX [MOY4YaCTBOBATH B 3aJ€p:KaHUU
MOILIEHHUKOB, KOTOPBIE MBITAIOTCS MOJIYYUTh JOCTYI B CUETaM MOTEPIEBIINX, JJI 3TOr0
IPOCST MEPEBECTH BCE CBOM JICHEKHBIE CPEACTBA HA CTOPOHHMM CYET, IKOOBI 3aMOPO3UB
YKa3aHHYI0 CyMMY, o0ellasi, 4TO YKa3aHHbIE JICHEKHBIE CpPEJCTBA BEPHYTHCS HAa CUET
MOTEPIEBIINUX CIYCTsI KAKOE-TO BPEMSI.

B ykazaHHOW BbIIIE CUTyallMd HYXHO TMOMHHUTH, 4YTO paOOTHUKH OaHKa WIH
COTPYHUKH MOJUIMU HE OCYIIECTBIISIIOT MOJOOHBIX 3BOHKOB. Jlaxke ecniu BaM mo3BOHUT
paboTHUK OaHKa, TO OH B IpaBe TOJHKO MOMPOCUTH Bac 3a0iokupoBaTh Bally KapTy U
oOpaTtutcsi B Onwkaiinee oraeneHue OaHka. JlaHHble OaHKOBCKOM KapThl, TaKHe Kak
HOMeEp KapThl, a y’k TeM Oonee kox CVC nepenaBaTh KOMy-JIH0O 3alpeiieHo, 1 HUKTO He
BIIpaBe y Bac ero TpedoBaTh.

6. IlpuoOpereHre ToOBapOB Ha caliTax 0O0BsBICHUN (ABUTO U T.J.), 3aKa3 JOCTaBKH Yero-
6o uepe3 cepBuchl «bnabmakapy. [loTeprieBmmii caMm WHUIIMHUPYET 3aKa3 TOBApOB
WIM YCIYT, IPU 3TOM IpHU Oecelie CO 3I0YMBIIUIEHHUKOM MEePEeXOAUT JIJIsi OOILIEHUs B
WHBIE CEpBHUCHI, Takue Kak «BarcAm», «Temerpamm» u T.O. YK€ B YKa3aHHBIX
CepBHUCaXxX 3JOYMBIIUIEHHUK JUO0 MPOCUT MEPEBECTU MPEOIIIATY 3a TOBAPHI U YCIYTH,
100 MPUCHLIAET CChUIKY SIKOOBI CEpBHCA MO NEPEBOJY ICHEKHBIX CPEACTB, 3a4aCTYIO C
JOrOTUNAaMu «ABHTO OIUIaTa», IOCJIE€ YEero MNOTEPHEBLUIMH NEPEBOJIUT JICHEKHbIE
CPENCTBA, HE MOIy4asi IPU 3TOM 3aKa3aHHBIE TOBAPhl WIIM YCIYTH. TakKe UMEIN MECTO
ObITh CiIydad, KOTJa MpH BBOJAE JaHHBIX OaHKOBCKOW KapThl MOTEPIEBIIETO B



BBICIIAHHOW €My CCBUIKE, ICHEKHBIE CPEICTBA HAYMHAIIN CIIUCHIBATHCS aBTOMATHYECKU
B pa3HBIX CyMMax, HE 3allpallnBas [PH 3TOM KaKHe-TMOO MOITBEPKIAIOLINE KOIBI.

/. 3BOHOK OT 0AHKOBCKOW OpraHu3aluu ¢ poOOTHU3UPOBAaHHBIM TekcToM. [loTepneBmiemy
pa3gaercs 3BOHOK ¢ pOOOTH3UPOBAHHBIM TEKCTOM O TOM, YTO IO/IaHa 3asiBKa B OaHK Ha
nepeBoj, JM00 Ha MOJyYeHHE KpelIuTa Ha BHYIIUTEIbHYIO cyMMa. B 3TOT MOMEHT He
KOHKPETH3UpYeTCsl HU OaHK, B KOTOPOM TOJ[aHa 3asiBKa, HU JaHHbIC MOTEPIEBIIETO.
[Tocne mogoOHOTO 3BOHKA pa3laeTcs 3BOHOK YXE€ OT SKOOBI COTpyJHHKa OaHKa,
KOTOPBIM YK€ JaeT MOTEpIeBIIeMYy yKa3aHHs, KaK BBINTH W3 CUTyallMd, MPUHYXKIAS
nepenaTh MepcoHajIbHbIC JaHHBIE, TM00 OCYIECTBUTH MEPEBOJ ACHEKHBIX CPEACTB. B
JAaHHOM CHUTyallUd HY)XHO IOMHUTb, 4YTO OaHKOBCKHE pPaOOTHUKHM MOTYT 3BOHHUTH
KIIMEHTaM OaHKa TOJIKO C YBEJIOMHUTENIbHON WH(pOpManuen, HUKaKuX IMEepeBOJOB B
Tene(oHOM peXHMME OCYIIECTBUTh HE BO3MOXKHO. B ciywyae momydeHus mogoOHOTO
3BOHKA CTOMT, IPY BO3SHUKHOBEHUH COMHEHUS, 0OpaTUTHCS B OAHK.

Oco0oe BHMMaHUE MPOUTy yAETUTh WHGOPMAIIUU O BO3SMOXHBIX MOIICHHUYECKUX

JAEUCTBUSIX IIPU MTOMOIIIH T'OJIOCOBBIX MOMOIIHUKOB B YIIPaBICHUH OaHKOBCKUMU cueTaMu!

Ecnin Bam 3BOHAT M MpOCAT OTBETUTH HAa BOMPOCHI (pa3amMu «1a» WUIU «HET», TO
€CTb BEPOATHOCTH TOTO, YTO B 3TO BPEMsI MMPOUCXOIUT B3JIOM Ballero OAHKOBCKOT'O CUETa

IpY TIOMOIIY TOJIOCOBOT'O YIIPaBIICHUSL.



